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SPECIFICATION NSA NO. B&-32a

INTERTACE CONTROL DOCUMENT (ICD)
1. INTRODUCTION

1.17. Scope

This document defines the functional, electrical and mechaniczl
interface of the INDICTOR COMSEC Mocule. The INDICTOR COMSEC Module
contains electronic encryption and decryption eircuitry, which can be
embedded into a host ccmmunication equipment. This circuitry can be
used to secure voice and low speed data communications for the
portable radio market requiring extremely low power and size. This
ICD is intended to serve the needs of the host system end item
equipment developer. This document contains the detailed techniesal
information that is required to successfully integrate this communi=-
cations security (COMSZC) module into existing or future telecommuni-
cations systems. Specific, system unique, security engineering
guidance for the proper use of the INDICTOR COMSEC Module in
telecommunication equipment will be provided by the National Security
Agency on an individuzl application basis.

1.2. Terminology

Throughout this document, the embeddable INDICTCR COMSZC Module
will be referred to as the KGM (Xey Cenesrator Module), and the host
terminal equipment containing the KGM will bte referred to as the
host. All signzls are refzsrenced to the KGM, that is, inputs are
sigrnals to the KGM and output sigrnals are from the KGM. A key
generator device provides digital data encryption and decryption
based on an internal cryptographic algorithm and a key. A key is a
sequence of random binary digits (bits) used to set up the
mathematical permutations within the cryptographic aligorithm.

1.3. Comments

Comments and questions regarding this ICD or the application of
the KGM to any specific program shculd be forwarded to:

DIRECTOR, NSA

ATTENTION: Y24

9800 SAVAGE ROAD

FT. GEORGE G. MEADE, MD 20755-6C00

1.4. NOTICE -- For Officizl Use Only

The information found in the text and graphics contained within
this document are the property of the United States Governme=zt. Thls
document is intended to be used for official U.S. Government use
only. Reproduction or unzuthorized use of the information contzined
herein withcut written authorization from the originator is expressly
prohitited.
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2. APPLICABLE DOCUMENTS
2.1. Publications

Handling and Control Requirements for CCI Equipment and
Components During Manufacture and Assembly, dated 1 Octcber 1985.

2.2. Specifications

CSESD-11 - Communications Security Equipment System document for
fill devices KYX-13, XY¥X-15, KOI-18 (Document is CONFIDENTIAL).

3. SECURITY CONSIDERATIONS

3.1. Controlled Cryptographic Items: The INDICTOR KGM is a
Controlled Cryptographic Item (CCI). CCIs are unclassified, but mus-
be controlled in accordance with the requirements set fcrta in a
document entitled, "Handling and Control Requirements for CCI
Equipment and Components During Manufacture and Assembly", dated
1 October 1985. The CCI controls apply to the INDICTOR KGM until
integration and then to equipments or systems that contain the CCT
KGM.

3.2. NSA Endorsement: The INDICTOR COMSZC Module will be
endorsed by the National Security Agency for further integration in“o
host systems which themselves can be endorsed to secure classified
infcrmation at 2ll levels. This encorsement is no: extended
automatically to hcst systems or egquipment that contain the INDICTOR
KGM. All systems and comporents of systems that are required to
Secure classified information must be evaluated on a system unique
basis prior to use. For further information, contact the NSA.

3.3. TEMPEST: Good TEMPEST design techniques have been used
throughout the development of the INDICTOR KGM. The KGM carries no
implied TEMPEST approval. Each integration of this KGM into host end
item equipment must be evaluated in light of system specific TEMPEST
requirements. Please contact the National Security Agency for
further guidance. :

3.4. QUADRANT: Effective first layer QUADRANT design features
have been incorporated into the INDICTOR COMSEC Module interface and
architecture. The KGM carries no implied QUADRANT approval. Each
integration of this KGM into a host end item equipment must be
evaluated in light of system specific requirements. Please contact
the National Security Agency for further guidance.

2
FOROFFICIALUSE ONLY




SPECIFICATION NSA NO. 86-334

4, DESCRIPTION

The INDICTOR COMSEC module is a CMOS LSI eircuit that can be
embedded in a host equipment. The KGM provides half duplex
encryption/decryption at data rates up to 200 kbps. It processes
serial unencrypted (plain text) data, and serial encrypted (cipher
text) data. All interfaces are LSTTL compatible.

4.1. Functional Description
The purpose of the KGM is to encrypt or decrypt digital
voice/data communications. Encrypting a signal containing classified
information permits the resulting signal to be transmitted over
normal communication channels without violating the security of the
classified information. Decryption of the encrypted signal
"recovers” the classified information in its original plain text
form. The KGM will be designed to enable the host to operate over
the full military temperature range. Several cryptcgrapnic modes cf
operation are available. These modes can be selectad by a host
equipment via hard-wired control lines.
8§.2. INDICTOR Features
# Multiple Configurations
* DC to 200 kbps data rate
- Hard-wired control interface
» Several Key Management Modes
» Backward Compatibility

bd Compatible with the KYX-13, KYX-15, and KOI-18 common
£ill devices (CSESD-11).

R.3. Architecture Description

The following sections are provided to functionally describe the
architecture of the INDICTOR COMSEC module.

4.3.1. Interface

The INDICTOR COMSEC module interface is composed of various
sigmd groupings. Refer to Figure 4.3.1 "INDICTOR System
ArchRecture”.

e The Control Interface consists of hard-wired signals
whickare used to cdirect the KGM's mode cf operation.

» The Fill Interface is the access point for manuzlly
loadxg the KGM with keys.

3
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Figure 4.3.1 INDICTOR System Architecture
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» Power and Ground are applied to the Power Interface.

. The Plain Text Interface, transmit in and receive out,
is for information that is not encrypted.

L The Cipher Text Interface, transmit out and receive in,
is for information that is encrypted.

. The Housekeeping Interface contains INDICTOR unique

signals, such as ALARM, ZEROIZEN, POWER-RESET, and R=M—REY.
A K& oy .‘F».‘b‘/

4.3.2. Internal Description™¢*~

The internal architecture is comprised of a Control section,
which performs counting and housekeeping functions, as well as some
mode switching. Key transfer and storage functions are controlled in
the KEYISTORE section. The remaining architecture is composed of a
half duplex key generator section, a RANDCMIZATION section, and a
block of logic to perform ALARM CHZCXS. See Figure 4.3.2, "Indictor

Block Diagram".

® The KEY HANDLING & STORAGE Block provides the interface
to the Fill port. Storage, selection, and verificaticn of up to kews
is provided, as well as temporary storage for Keys during unwrapping
and updating. These features are under direction of dedicated

control circuitry.

& The KG Block performs encryption and decryption of ,
traffic, as well as unwrapping cf black keys. It monitors itsel? and
traffic for alarm conditions and will interrupt operation and asser+:
alarms if an error is detected.

* The RANDOMIZER Block provides random data to initialize
the key generator.

* The CONTROL/SEQ block contains counters and MUX
circuitry which control state movement, synchronization, voice/data
switching, and operating modes.

b The ALARM Block réceives all alarm status lines from
other blocks and controls the entrance of the KGM into ALARM STATE.

: . The TRAFFIC CTL Block controls the selection and the
direction of the traffic entering and leaving the KGM.

4.4, Operating Modes

In order to be compatible with inventory COMSEC equipment, '
INDICTOR has sevsral operating mcdes to secure digital voice and data
in half duplex operation. General descriptions of these modes are
given below.

5
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4.4.1. Cryptcgraphfc Operating Modes.

The KGM has five (5) cryptographic modes of Operation for
encryption and decryption of digitized voice and data. They are
referred to as modes A, B, C, D, and E. The Selection of one moce of
operation for traffie processing over another is based on System
requirements, Each traffie Processing mode offers unique
Synchronization features (See Section 5.,2),

4.4.2. TRANSEC Operating Modes

The KGM has 3 other modes of operation. These modes are
applications of modes C, D, and E, used to generate Paeudo-Random
Noise Code (PNC) for TRANSEC transmit and receive Purposes.

4.4.3. Remote Rekey Modes

one rekey mode for futuyre Rekey Operations with both Type I and
Type II equipments,

B.4.4, Stand Alone Modes

INDICTOR includes various features, which can pe enabled/
disabled via the interface Pins. These features Provide specifie
forms of Black Data Framing, out of Syne Detection and Resyne, and
Clock and Data Hecovery. They are discussed in detail in Section

5.2.

%.5. Key Processing

T™e INDICTOR RGM will store up to four keys internally and
implement various key management features, Table 4.1 illustrates how

LOCATION +cce KEYTYPE

0 SA X Unique KEX or

) TEK, KEX, TS

1 TEXK, KEK, TSK

2 TEK, KEK, TSK

3 TEK, KEK, TSK

L TEX, KEK, TSK

5* TEK, KEK, TSX
TEK = Praffic Encryption Key * Location 5 will be used as 3
KEX = By Encryption Key Scratchpad register during
TDK = TIANSEC Key Regys, in order to verify the

“ integrity of the new key before
destroying the old key.

TABLE 4,1

7
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4.5.1. Mzanual Key Lcading

Only unencrypted (RED) keys can be loaded through the fill
port. The interface is specified in CSESD-11. The presence of the
fill device is sensed by the KGM. The host may then command that key
be loaded and stored in a specified location.

4.5.2. Over-The-Air-Rekey (OTAR) Modes

The KGM can be directed to unwrap black keys being received
over the air, using a Key Encryption Key (KEX). This is used to
Support Remote Electronic Key Distribution. Note that only receive
Rekeys can be performed with the INDICTOR KGM.

4.5.3. Key Retention

The KGM will retain key as long 23 pcwer is applied. Upon
loss of Power, Key retention is not guarantesad.

4.5.4, Key Zeroization

A dedicated input pin is provided on the KGM to actively
zeroize all keys. Keys can be zeroized either selectively, or all a%
once, the latter being a panic zeroize.

4.6. Power

The INDICTOR KGM operates from a regulated 5 V ¢ 10% DC source
which is the prime power input.

4.7. Alarm Processing

The KGM provides 4 dedicated output pin (ALARM) to indicate an
alarm condition to the host. Simultaneocusly, the KGM inhibits all
traffic until the alarm condition is corrected.

5. PRINCIPLES OF OPERATION

The INDICTOR XCM has been designed as a key generator device
that supports half-duplex encryption/decryption and PNC applications
in communications security. It is primarily intenced to be employed
in portable radio applications to encrypt/decrypt digitized voice and
data.

5.1. State Diagram Description

The INDICTOR State Diagram, describded below, is shown in
Figure 5.1,

This diagram is not intended to provide complete details of the
internal operation, rather to give the reader a general understanding

of how the KGM works. A brie? cescription of each of the states in
the dizgram is provided below.

8
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5.1.1. ALARM State

This state is entered at Cold Start, following a Power-on-
Reset (PORN) signal from the host. The host should initiate the PORYN
signal on initial power up to force the KGM into the Alarm State.

- The Alarm State can also be entered from any of the
following states: ALARM CHECK, KEYLOAD, KZY TRANSFER, RANDOMIZE,
TRANSMIT/ENCRYPT or UNWRAP. This state indicates that a crypto-
graphic error has occurred. All traffic outputs of the KGM will be
disabled and an alarm line to the host is asserted. The only way to
exit from this state is to activate PTT-INIT (Push-To-Talk), which

will bring the KGM into the IDLE STATE.
5.1.2. 1IDLE State

This is the state in which INDICTOR is configured while
awaiting traffic. From this state, INDICTOR can enter one of the

following states:

RECEIVE/DECAYPT STATE - if the host begins receiving and
raises the SINC line.

ALARM CHECK STATE - as a preliminary to a KEYLOAD or
TRANSMIT.

5.1.3. ALARM CHECK State

In this state, the KGM performs specific alarm checks to
verify the integrity of certain operational logic in the KGM. When
in Traffic Mode, the path from the IDLE State to the TRANSMIT Sta‘e
passes through the ALARM CHECK State, then the KEY TRANSF=R State.
This path is initiated by activating PTT-INIT without a fill device
activating the SENSE line. Hence, all transmissions are preceeded by

an Alarm Check, then a Key transfer.

If the KM(1:0) signals are configured for UPDATE mode, Alara CA..
and Key Transfer will precede the UPDATE State. This path is also
initiated by activating PTT-INIT. o,

//-- ¥

If a fill device is activating the SENSE line when7ﬁii>is
activated, a KEYLOAD will be induced, but it also will be preceded by

the ALARM CHECK State.

The ALARM state is entered if any problems are encountered
in this state.

9
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5.1.4. KEY TRANSFER State

In this state, the KGM will transfer the key designated by
the host into the working storage of the KG. This state can be
initiated in three ways: W

P f./'/ﬂ/-'fc

o

-Upon the activation of PTT-INIT for a Transmit A Key
Transfer will automatically be initiated at the completion
of the automatic ALARM CHECK.

-At the completion of a KEYLOAD, the Key which wés loaded
will auvtomatically be transferred to Working Storage.

-Upon receipt of the In-Traffic rekey pattern, indicating
that the KGM must exit from RECEIVE! and transfer the
SAVILLE I UNIQUE KEX into Working Storzge (WS). -

The ALARM State is entered if any errors occur in the
Transfer.

5.1.5. KEYLOAD State

In this state, keys are entered through the Fill interface
and stored in the KGM at a location designated by the host. This
state is entered when PTT is activated while a fill device is
simultaneously activating the SENSE line on the f£ill port. When a
load is completed successfully, the XGM automatically moves to the
K=Y TRANSFER State.

The ALARM State is entered if any errors occur in the Load.

5.1.6. RANDOMIZE State

In this state, the KGM fills the Keystream Generation
circuitry with random initialization bits, provided by the on-chip
randomization process, or from the externazl EXT-RAND signal.

The KGM will continue on to the TRANSMIT State after
completing the Randomization.

5.1.T. RECEIVE State

This state is entered from IDLE State when the SINC line is
raised by the host. In this state, the KCM receives the
synchronization bits, then decrypts the received Cipher Text.

The RECEIVE State will lead to one of four states:
¢ After an End Of Messzge (EOM) is received or the RTI pin

is activated by the Host, the KGM will leave the RECEIVE State and
return to the IDLE STATE.
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e If the KGM receives the correct Rekey flag while in
traffic, the KGM will enter the State, to transfer the UNIQUE KEX
into working storage.

o If the KG)receives the correct Rekey flag after the
UNIQUE KEK is in WS, the KGM will enter the UNWRAP State.

e If PTT is activated, the KGM will proceed to TRANSMIT,
through ALARM CHECK,E!’ TRANSFER.

5.1.8. TRANSMIT State

In this state, the KGM generates the synchronization bits,
and begins encryption and transmission of plain text data. If the RTI
signal 1s not activated, the host should remain in transmit until the
KGM-generated EOM is fully transmitted, then the ENABLZ signal to the
Host is lowered, notifying the Host that it ean Stop transmitting,
and the KGM enters the IDLE STATE. End-of-Message transmissions are
suppressed for compatibility with ecertain inventory COMSEC equipments
(e.g. KIV-5). It this case, RTI should be activated to break the
transmission without sending EOM.

The ALARM state will be entered if any cryptographic errors
occur in the KG while in this state.

5.1.9. UNWRAP State

) This state is entered from the receive state, either when an
expectad in-traffic pattern is detected, or when the Eost activates
sync with the KM(1:0) pins configured for UNWRAP Mode. The EGM will
unwrap BLACK keys being input on the CTIN line, and will store the
RED Key in the location designated by the host.

5.1.10. UPDATE State

This state will perform the Update process on the Key
designted by the KYSEL(2:0) lines. UPDATE is initiated by
activa¥™ng PTT-INIT withthe KM(1:0) configured for UPDATE. The KGM
will psss through Alarm Check, then Key Transfer before performing
the upte.

1
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PORN

PTTICPDT:

FIGURE 5.1 INDICTOR STATE DIAGRAM
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5.2. Cryptographic Operating Modes
5.2.1. Mode A

Mode A may be used in a high error rate environment. Once
synchronization is achieved, the KGM will generate one error for each
error received.

5.2.2. Mode B

Mode B has the property of error multiplication. Mode B
will generate multiple plain text output errors upon receipt of a
single cipher text input error. This mode has the advantage of
automatically reacquiring cryptographic synchronization in the
receive KGM without requiring the transmit KGM to perform another
initialization process. In low noise environments, this mode of
operation is very efficient in terxzs of sync acquisition overhezd.

5.2.3. Mode C

Mode C makes use of a Host-provided, randomization. Both
the transmit and receive Host can provide the same sequence to their
respective KGMs, so that no synchronization pattern is sent via the
communication channel. The path is then available for processing
traffic. This mode will produce one error at the output for each
error received. - '

This mode is very efficient in terms of overhead, but the

complexities of providing proper frame and bit synchronization must

be accounted for in the design of the host equipment. Mode C is very
effective in large networks that are dynamically changing nodes
because this mode supports late net entry. Any node may acquire
network cryptographic synchronization independently without
interrupting the network transmitter,

5.2.4. Mode D

Mode D is a combination of Mcdes C and A. The KGM will
synchronize in Mode C and operate in Mode A. This mode has the
advantages of no synchronization patterns via the communication path
and operation in high error environments without the overhead of
error correction detection techniques during synchronization
acquisition periods.

13
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5.2.5. Mode E

Mode E is the combination of Modes C and B. The KGM will
synchronize in Mode C and operate in Mode B.

5.2.6. TRANSEC Modes

Modes C, D, and E above have the ability to be used when
traffic is not being processed,and the system requires a Pseudo-
random Noise Code (PNC) to perform its operations. This PNC is
generated in one of the three (3) indicated modes, with Plain tex*:
tied low by the KGM. PNC will be output on the CTOUT line, for use
in TRANSEC operation.

5.2.7. Stand Alone Mode

In order to allow some independence from Host control,
INDICTOR includes some Specific form of non-cryptographiec
housekeeping. These are described below:

-Redundant Encoding/Decoding of Message Indicator bits, as
well aspPre-sybncronizaticn Black Word Framing, both using KY-57 Type
Phi Patterns (Phi = 111101011001000).

-Out-of-Sync monitoring using the APT signal, as well as
forcing the resync mode (MODE B), and inserting resync 1-0's in the.
transmitters PT.

-Actively alter plain text to perform the APT function.

-Clock and Data recovery derived from received traffic.
This can be used only at the 16 kHz operating speed.

Each of these functions can be enabled via a single

interface pin, or left disabled if the Host wishes the establish his
ewn criteria for the above conditions.

14
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5.3. Cryptographic Synchronization

The hecst is responsible for mcst of the system synchronization
requirements. It must recover the receive clock, perform bit
recovery, and perform any word framing associated with redundantly
transmitted message indicator (MI) bits.® If the Stand Alone features
are not selected, the length of the synchronization word is
determined by the host. The KGM will achieve cryptographic
synchronization from the MI bits that were generated by the transmit

KGM. "')‘F ‘-:“:: 51‘5""/4/:‘-5 'A"g"/u.. WY @ AT e A’C 74""/

The host can be responsible for detecting the loss of
cryptographic synchronization. The INDICTOR KGM outputs Altered
Plain Text pulses (APTS pin). The APT pulses can be used to mark
synchronization check bits which are inserted into the transmitters
plain text stream. Thus, the receiving host can use them to detect
loss of synchronization. The host equipments can choose to ignore
these signals always, or in the data modes only.

5.3.1. Pre-Synchronization Requirements

The INDICTOR KGM must be placed into a suitable operating
mode by the host before cryptographic synchronization can commence.
This means that:

o] the initialization and ALARM Checks must be completed
o] key must have been transferred into the working storazz
of the key generator

Once these operations have been completed successfully, the KGM can
now begin cryptographic synchronization.

5.3.2. Initial Synchronization

The INDICTOR KGM requires MI bits to establish an initial
setting for the key generator. The random MI bits are generated by
the transmitting INDICTOR. At the receiving INDICTOR these same bits
are inserted into the KGM by the host.

Wren the host of the transmitting INDICTOR raises the SINC
input signal, the KGM will begin outputting a fixed number of MI
bits. These bits will appear on the CTOUT output line and will be
coincident with the negative edges of the TCLKIN input signal (See
paragraph 6.3. for detailed timing relationships).




ML ALl it I AL AW e WUTSOA

After the MI bits are generated, the ENABLE signal is
raised, and the PTIN data will be clocked into INDICTOR with the
negative edge of the TCLKIN signal. The KGM encrypts the data and
places the cipher text data on the CTOUT line coincident with the
negative transition of the TCLKIN line. Figure 5.3.1 illustrates
this relationship. There will be a 3% bit throughput delay from PTIN
to CTOUT.

TCLKIN | | | L LI'_I_J_LI_I_J_p_l I [ U I I I I
- —
! |
SYNC | I ! !
(from Host) | i (__(
PTIN ueuioey X 1-0’s_for ) MI '}P‘n pT2 X PT3 XPT4 X PT5

(from Host) b

y e %
CTOLT suucues X oy Xaveu Xoew XXCENC 3; w1 XCT1 X cT2 XcTa XCT5 X<CTs
(from KGM) ‘L2 S
ENABLE ” _l.
(from KGM)

Figure 5.3.1 Transmit Relationship Between ENABLE
‘and the First
Encrypted Bit.

To initialize the receiving INDICTOR with the MI bits, the
host must raise the SYNC input signal. The SYNC signal should remain
high throughout the entire message, going low only to indicate Out-
of-Sync detected by the Host. The SYNC signal identifies the
following block of bits appearing on its CTIN input line as the MI
bits, required for initialization.

Once the receiving INDICTOR has initialized, it will
continue decrypting the data on the CTIN line. This data will be
clocked into the KGM on the negative transition of TCLKIN. The KGM
will decrypt the cipher text and place the decrypted cipher text
(plain text) on the PTOUT line coincident with the negative
transition of TCLXIN. The KGM will count the incoming
synchronization bits, and raise the ENABLE line to identify the first
bit of decrypted message being made available to the Host. Figure
5.3.2. illustrates this relationship. There will be a 3+ bit
throughput delay from CTIN to PTOUT.
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5.3.3. Verification of Cryptographic Synchronization

The host, or the INDICTOR KGM, can be responsible for continuous
verification of cryptographic synchronization (Note: See Stand Alone Mode
Section). INDICTOR provides signals to assist the host with this
responsibility. These signals include the ENABLE and APTS output signals.

The ENABLE signal can be used in conjunction with framing bits
that the host might be inserting onto the MI data stream. ENABLE will
indicate when the Host should begin inserting traffic.

The INDICTOR KGM provides an APTS signal which the host can use
to help verify cryptographic synchronization. The APTS signal is active
as the result of a deterministie, pseudo-random event. Approximately once
every 126 data rate bit times, the APTS signal goes high. A receiving
INDICTOR that is cryptographically synchronized with the transmitting
INDICTCR will produce the same signal at the same points in the data
Stream. This allows the Receiving HOST to detect that he is out of sync
if this signal does not coincide with the transmitters APTS signal.

5.3.4. Cryptographic Resynchronization While in Traffic
The receiver must assume that encrypted "1010" patterns exist in

the message stream. Therefore, the receiving host can direct the KGM to
synchronize by changing the mode line to the resync mode.

12
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Once the receiving host determines that "1010" patterns are
being decrypted, it directs the KGM to return to the normal traffic
mode by returning the mode line to the traffic state.

: The transmitting host supports this in traffic
resynchronization procedure by inserting streams of "1010" patterns
into the plain text stream. (See Stand Alone Mode section.)

5.4. Equipment Compatibility

The INDICTOR KGM is defined as being "traffic compatible" with
an equipment, when, -in conjunction with the host-, it can communi-
cate with that equipment in at least one of INDICTOR's cryptographic
modes of operation. This requires the host to be aware of, and
reformat any system unique Synchronization bits for that equipment.
It is the intent of the INDICTOR KGM to provide the cryptographic
compatibility required to communicate with the following COMSEC
equipments:

KY-57/58
KOvV-1
KIV-2A/B
KIV-5
WINDSTER
EDGESHOT

18
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6. INTERFACE SPECIFICATIONS

6.1. Detailed Interface Description

The interface signals to the INDICTOR COMSEC Module are shown in
Figure 6.1. These signals have been partitioned into six interface
types, which were described in section 4.3.1.

Each signal is described in detail following the Figure 6.1.

INDICTOR INTERFACE DIAGRAM

2
DATA >——> POWER PORT [*€7—<—J voo
CLOCK [ >——> OWERFPOR ﬁ%—c GND
SENSE [ >———3 FTL.L PORT
REFZRENCE < =€ £ —»> rzs10UT
REQN < J=€
INDICTOR
PTT-INIT >3
SYNC D> ——3-T > ALARM
RTI o IOUSEKEEPING > [> KGMR=ADY
KEYSEL(2:0) HOLS PORT [€—<—] PORN _
CONFiG{1:0) >3 CONTROL Pe—<] 2:R012EN
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>N aneror TEST PURPOSES
FIGURE 6.1
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6.1.1. Fill Interface

The KGM is functionally compatible with the K0I-18, the
KYX-15, and the KYE-13 Common Fill Devices.

DATA - (input) Fill data line which transfers key information from
the fill device to the KGM.

CLOCK - (input) Clock used to transfer key from the fill device to
the KGM. This clock is furnished by the fill device.

REF(ERENCE) - (output) INDICTOR ties this signal to an internal
positive voltage. This provides a reference level to the CSESD-11
family of fill devices.

SENSE - (input) A sense signal which indicates whether or not a fill
device is attached.

REQ(UEST)N -(output) This signal is generated by INDICTOR to initiats
the transfer of the key.

8: V.25 Housekeeping Interface

ALARM - (output) This is a latched output signal that results from zn
internal alarm condition. It indicates that a failure occurred in
the KGM and no further operation is possible. An alarm is present
when this signal is held in the ONE state.

KGMREADY - (output) This signal is used to notify the Host that the
KGM is ready to receivefSync signal.’' During a Transmit Operation,
the KGM will perform Alarm Checks, Key Transfer, then Randomization.
After Randomization, it will toggle KGMREADY, indicAing that it is
ready to receive a Sync signal, and PTIN. When not™transmitting
(i.e., PTT not active) KGMREADY will toggle after each Key Transfer,
indicating that the KGM is ready to accept a sync and decrypt CTIN.

PORN - (input) This asynchronous signal causes the KGM to perform an
initialization routine that sets the KGM to a known condition
(ALARM). This condition includes zeroization of all key locations
and working storage. Active Low.

ZEROIZEN - (input) This asynchronous signal causes the KGM to
immediately zeroize the key location specified by the KYSEL lines.
The zero state on this signal causes the zeroization to occur.

BSCIN (HIGH SEFED CLOCK) - (input) This is the high speed clock,
provided by the host, which is used to perform non-traffic functions
within the INDICTOR KGM. The frequency of this clock is system
dependent, but should be at least ten times traffic clock, maximum
rate being 2.5MHz.fA crystal oscillator can be connected directly to
this pin, when used;in conjunction with the CLKSEL signal.

h

.‘ef:_:]?;l-\-
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6.1.3. Stand Alcne Interface

LXSEL - (input) This signazal will be used to activate the HSCIN
divide ecircuitry. When CLKSEL is low, HSCIN will be input directly
to INDICTOR circuitry. Wwhen CLKSEL is hgh, HSCIN will be routed
through a divide by 16 circuit. This is for direct interface with a
crystal oscillator.

OSCOUT - (output) When INDICOR is interfacing directly with an

(ascillator, this signal will carry the’lock signal out to the
“oscillator.

RECCLROUT - (output) When using INDICTOR's Clock and Data Recovery,
the recovered Trzffic rate clock is output to the Host via this
signal.

SA_EN1 - (input) When in Logic 1, this will activate INDICTOR's Clock
and Data Recovery Circuitry.

SA_EN2 - (input) When in Logic 1, this will activate the use of
redundant MI encodlng/decodlng, as well as Black Word framing using
Phi Patterns.

S&,§V3 - (anub) When in Logic 1, this will activate 00S detection
€irferia in the receiving INDICTOR, as well as force the resync state

uﬁn OOS is detected. ,:‘/J_,‘-m‘ CTiey A0 Feimime Tiul R P Pl B R i /mE il
Fmeins Ln o sk 7

sA EYM - (1npub) When in Loglc 1

= —.
1n1tlat£hg-the Alterna*ion of Plazn Text ror OOS de*ect on.

6.1.4. Control Interface

TT - (input) This is the Push To Talk signal from the host that
tells the KCM to load a key, transfer a key, or encrypt data, based
on configuration of the control pins.

KYSEL(2:0) (KEY SELECT 2,1,0) - (inputs) These signals are used to
select the key for the subseqaent cryptograpnic operation.

CNFIG(1:0) (CONFIGURATION 1,0) - (inputs) These signals are used to
select between the three algorithms of INDICTOR.

VN D (VOICE/DATA) - (input) This signal is used to select between the

voice and data mode of operation. Voice = 0, Data = 1

DATSEL(1:0) (DATA SELECT1,0) - (inputs) These signals zre used to
select one of the four dzta modes.

~ (-~
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MOD_CTL(3:0) - (inputs) These signals are used to select one of the
Cryptographic Operating Modes of the KGM. They can be configured to
choose Modes A-E in Traffic encryption/decryption operation, or modes
C-E in PNC operations. The mode configurations are explained as
follows.

MODE MODE CTL(3) MODE CTL(2) MODE CTL
COMSEC .MODE.' A 0 0
COMSEC MODE B 0 0 0 1
COMSEC MODE C 0 1 1 0
COMSEC MODE D 0 1 0 0
COMSEC MODE E 0 1 0 1
PNC MODE C 1 1 1 0]
PNC MODE D 1 1 0 0
PNC MODE E 1 1 0 1

SINC - (input) This signal, from the host, indicates that the nex:
biock of bits to appear on the CTIN line of a receive KGM are
synchronization bits. A transmit KGM will not begin generating the
synchronization bits until it receives this signal from the host.
The KGMs will use these bits to place the key generator into a known
cryptographic state.

RT1 - (input) This signal allows the Host to interrupt any state of
the KCM, and place the KGM in the Idle State (Return to Idle). It
should be used in cases where the EOM recognized by INDICTOR is not
applicable, as well as an interrupt signal. Key transfers will not
be interrupted.

KM¥(1:0) - (input) These signals indicate four various Key Manzgement
Modes of INDICTCR. These are:

KM 1 : 0
TBAFFIC 0 0
UNWRAP Key 0 1
UPDATE Key 1 0

ILLEGAL CONFIGURATION (Causes ALARM)* 0 ~— 1

#™his configurztion is used by the Pin-for-Pin compatible EDGESECT,
to indicate a WRAP Mode. INDICTOR does not perfrom WRAPS.
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ENABLE - (output) This signal becomes active when the KG has
processed MI and is ready to encrypt or decrypt. It indicates to the
Host that the KGM is ready to receive the first bit of plain text
message to be encrypted or the first bit of.cipher texti message to be

decrypted.

APTS - (output) This signal is provided to the host so that the Host
can cause an alternation in plain text when a specified pattern has
been detected or to check for an alternation in the receive plain
text stream. This signal enables the host to be compatible with
various inventory COMSEC equipment, for detecting out of
synchronization.

6.1.5. Input Interface

TCLKIN - (input) This squarewave will clock plain text data into a
Transmit KGM, and cipher text data into a receive KGM.

TIN - (input) This is the plain text input. The data which appears
on this line will be encrypted.

CTIN -(input) This is the received cipner text data input line. It
is a serial data input.

EXT_RAND - (input) This signal will carry the data from the external
randomization scheme, into the KGM KG section.

6.1.6. OQutput Interface

CTOUT - (output) This is the cipher text output which contains
encrypted serial data.

PTOUT - (output) This is the plain text output which contains
decrypted serial data.

6.1.7. Power Interface
VCC - (input) This the mazin switched power to the KGM: 5V * 10%
GND - (input) Ground reference.
6.1.8. Test Interface
peoe .
TESTOUT - (f=sut) Output test signal monitored during chip test.

TEST(2:0) - (input) Input which will control testability options
during chip test. .
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6.2. Physical Package Description
The physical placement-of the each signal on the INDICTOR
package is described in Figure 6.2. This diagram is intended to

illustrate the relative placement of all KGM I/0 signals, and to
indicate which pins are assigned to control which KGM functions.

TBD

Figure 6.2. Physical Package Description
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6.3. Electrical Signal Characteristics
6.3.1. Absolute Maximum Ratings

Absolute maximum ratings beyond which the KGM may be
damaged:

Supply Voltage, Vece ' -0.3 to +7.0 V
Input Voltage GND - 0.3 = Vin = Vee + 0.3 VDC

6.3.2. Electrical Power Requirements
1. Prime operating input Will have a value
voltage (Vee) of 5V ¢t 10%
Supplied by the host

6.3.3. Electrical Characteristics of Input/Output.

MIN TYP MAX UNITS
Voh - Minimum High Output Voltage Vee =-.2 Volts
(Iout = 100 uA)
Vol - Maximum Low Output Voltage .25 0.4 Volts
(Iout = .8 mA)
tor - Output Rise Time 100 nSeac
_ (CL=20pF)
tof - Output Fall Time 100 nSec
(CL=20pF)
Vih - Minimum Input High Voltage 2.0 Volts
Vil- Maximum Input Low Voltage 0.8 Volts
tird - DATA Input Rise Time 500 nSec
tifd - DATA Input Fall Time ' 500 nSec
tirc - CLOCK Input Rise Time 500 nSec
tifc - CLOCK Input Fall Time 500 nSec
Iih - High level input current 1 ulA
Iil - Low level input current 1 uA
Input Capacitance =< 30 bF
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6.4. Product Timing Relatibnships
6.4.1. Traffic Timing Relationships

Figures 6.4.1 and 6.4.2 illustrate the critical timing
relationships on the various data transfers between the host
equipment and the INDICTOR KGM. Since the rise times, tr, and the
fall times, tf, are the same for all signals, they are only depicted
in Figure 6.4.1. All signal voltage levels and loads will be as
specified in section 6.4.3.

Figure 6.4.1 shows the relationship among the signals which
transfer traffic data into the KGM. Figure 6.4.2 shows the
relationship among the signals which transfer traffic data from the
KGM. :

— t0 e t1

TCLKIN
t2 = 3
PTIN
(CTIN) :
tr tf

NOTES: 1. ¢tr and tf zre measured from 10% to 90% points,
all other measurements made at 50% points.

MIN TYP MAX Units
to - Clock High 2.5 uSec
Pulse Width
t1 - Clock Low 2.5 uSec
Pulse Width
t2 - Data Set-up Time
Rx 1 uSec
Tx 1 uSec
t3 - Data Hold Time
Rx 1 uSec
Tx 1 uSec

Figure 6.4.1 Traffic Data/Clock Input Relationship
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TCLKIN s N X

tl — — t2
CTOUT
(PTOUT)

ENABLE
._____//

MIN TIP MAX Units
t1 - Propagation Delay 0-1 10 500 nSec
t2 - Propagation Delay 1-0 10 500 nSec

Figure 6.4.2 Traffic Data/Clock Output Relationships

Figure 6.3.1. illustrates that the Host data on the CTIN or
PTIN lines becomes VALID on the rising edge of Traffic Clock. The
KGM will latch it internally on the falling edge of Traffic Clock.
Figure 6.4.2. illustrates that the KGM data on the CTOUT or PTOUT
lines becomes valid on the falling edge of Traffic Clock. The Host
should sample it on the rising edge.
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6.4.2. Control Signal Timing Relationships

Figures 6.4.3 through Figures 6.4.4 illustrate the critical
timing relationships (pulse -durations and set-up times) of various
control signals of the INDICTOR EKGM.

Figure 6.4.3 shows the relationship of the PORN and ZEROIZEN
signals.

l¢ N|
I‘ to J’I

MIN TYP MAX  Units

to - Signal Duration 1 uSec
tr - Rise 500 nSec
tf - Fall : 500 nSec

Figure 6.4.3 PORN and ZEROIZEN Timing Relationship
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Figure 6.4.Y4 illustrates the timing relationship of the
DATSEL1/0, MODE_CTL3-0, CNFIG1/0 and VN_D), and the PTT which
initiates the KGM activities.

Mode/Address Pins —t H— —
t0 Ipé— t1 —H :
PTT = N\ /
MIN TYP MAX Units
to - Signal Set-Up Time 1 uSec
t1 - Signal Hold Time 1 2 uSec

Figure 6.4.4 Control Signal Timing Relationships
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6.5. Fill Port Interface Requirements

The Fill Port interface signals are compatible with the
interface requirements of CSESD-11 (COMMUNICATIONS SECURITY EQUIPMENT

SYSTEM DOCUMENT FOR FILL DEVICES).
7. MECHANICAL INTERFACE SPECIFICATIONS
T.1. Interface Cabling, Connectors
The host shall provide for mounting the KGM. The host shall
provide for level shifting between the fill connector located on its
external surface and the fill port of the KGM.
T-2. KGM Envelope

The KGM will be packaged in a 52 pin, leaded chip carrier,
approximately .75™ x .75", with 13 pins on a side.
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